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O’Connor v. Ortegal07 S.Ct. 1492 (1987Public

Physician and psychiatrist, as state employee nsdple for

training physicians in hospital's psychiatric residy program, had
reasonable expectation of privacy in his desk dted dabinets
located in his office, for purpose of Fourth Ameraarprotection,
where physician did not share desk or file cabiméts any other
employees, and desk and file cabinet contained qelsonal

items.

Public employers' intrusions on constitutionallptected privacy
interest of government employees for noninvestiyatavork-
related purposes, as well as for investigationswofk-related
misconduct, should be judged by standard of reddenass under
all the circumstances; under this standard, bateghtion and scope
of intrusion must be reasonable.

Some government offices may be so open to fellowleyees or
the public that no expectation of privacy is reade. Given the
great variety of work environments in the publicctee, the
guestion whether an employee has a reasonable tatipacof
privacy must be addressed on a case-by-case basis.

In determining the appropriate standard for a $eaonducted by
a public employer in areas in which an employeeahesasonable
expectation of privacy, what is a reasonable sedegiends on the
context within which the search takes place, agdires balancing
the employee's legitimate expectation of privacyaiast the
government's need for supervision, control, and éfigcient

operation of the workplace. Requiring an emplotembtain a
warrant whenever the employer wishes to enter aplammee's
office, desk, or file cabinets for a work-relatedrgose would
seriously disrupt the routine conduct of businesd would be
unreasonable. Moreover, requiring a probable catesadard for
searches of the type at issue here would imposkmable burdens
on public employers. Their intrusions on the ciuasonally

protected privacy interests of government employees

noninvestigatory, work-related purposes, as well &=

investigations of work-related misconduct, shoutdudged by the
standard of reasonableness under all the circucestarnJnder this



standard, both the inception and the scope ofrttnresion must be
reasonable.

The workplace includes those areas and items tleatedated to
work and are generally within the employer's cdntroAt a
hospital, for [480 U.S. 716] example, the hallwagsfeteria,
offices, desks, and file cabinets, among othersarae all part of
the workplace. These areas remain part of the plack context
even if the employee has placed personal itemBemt such as a
photograph placed in a desk or a letter posted roreraployee
bulletin board.

Not everything that passes through the confineshefbusiness
address can be considered part of the workplacexipriowever.
An employee may bring closed luggage to the offjicer to
leaving on a trip, or a handbag or briefcase eaatkaay. While
whatever expectation of privacy the employee hakénexistence
and the outward appearance of the luggage is affebly its
presence in the workplace, the employee's expentati privacy
in the contents of the luggage is not affectechendame way. The
appropriate standard for a workplace search doesexessarily
apply to a piece of closed personal luggage, a bwmdr a
briefcase that happens to be within the employbusiness
address.

But regardless of any legitimate right of access Hwospital staff
may have had to the office as such, we recogniz the

undisputed evidence suggests that Dr. Ortega hashsonable
expectation of privacy in his desk and file calsnet The

undisputed evidence discloses that Dr. Ortega didshare his
desk or file cabinets with any other employees.. Ontega had
occupied the office for 17 years and he kept matem his office,

which included personal correspondence, medicales,fil
correspondence from private patients unconnecteketdlospital,

personal financial records, teaching aids and naed personal
gifts and mementos. The files on physicians imdergcy training

were kept outside Dr. Ortega's office.

In the case of searches conducted by a public gmplave must
balance the invasion of the employees' legitimajaeetations of
privacy against [480 U.S. 720] the government's dnder
supervision, control, and the efficient operatiéithe@ workplace.

Discussion This is the landmark case regarding searches by
public employers. Since this case contains so malhable
information, | have chosen to simply include impoitt segments



in the above paragraphs. In essence, howevergatn is saying
that an public employee mayave a legitimate expectation of
privacy in his office space, but that has to beedeined on a case
by case basis. If a legitimate expectation exibsemployer must
have reasonable grounds to conduct a search. stéglard is
short of probable cause. The court made it cleat it was only
ruling on the issues in this particular case, ngm#éegitimate
work-related searches” and “noninvestigatory intms as well as
investigations of work-related conduct.” The Coudtes that
requiring probable cause in work-related cases avguihd public
offices to a standstill and therefore, somethirgs lthan probable
cause is required. If someone’s office is rougirezitered by other
employees and the public, that person will haveremsonable
expectation of privacy in those things visible i@mgyone. If the
employee’s desk and filing cabinet are not sharedthers, he or
she may have such an expectation.

United States v. Ziegletd" Cir. 2006): (Private Company)

Defendant did not have a reasonable expectatigriwdcy in his
workplace computer, and thus, he did not have stgndo
challenge search of computer's hard drive under rtkou
Amendment; although defendant had to use individogdin to
access workplace computer, personnel from empbkyaternet
technology (IT) department had complete administeaficcess to
all employees' computers, employer prohibited pevase of
computers by employees, employer had installedreavéll that
monitored employees' internet traffic on workplaoenputers, IT
department reviewed log created by firewall ongular basis, and
employees were apprised in training and in employmeanual of
employer's monitoring efforts.

United States v. Thorr.3d (§' Cir. 2004)

The defendant worked for the Missouri Division @iild
Support Enforcement. Thorn was accused of sendifensive
email in the office, so his supervisor ordered anglly to do a
remote search of his computer to see if he wasgusis office
computer to send the emails. The technician fauoidonly the
email, but also evidence that Thorn was visitinghpeeb sites. A
more thorough search was then done of the compuiaring the
investigation, Thorn asked his supervisor to re&iehis tax
documents from his office drawer. During that sbharthe
supervisor found more computer generated porn & dbsk.
Eventually, most everything in the office was seact Child porn



was located and the police were called. The pabicined a
warrant based on the work-related search informagtimvided to
them.

The court ruled that the employer conducted a ilegie work-

related search. The court explains how each nesgodery
justified expanding the initial search.

Haynes v. Office of the Attorney Generadt.Supp (D.K. 2004)

This case concerns an injunction filed by an aamsisattorney
general whose computer was searched when he veas filThe
case has a good discussion about public employeascling
employees’ computers. This case involved a unigsee where
there was a banner telling users they had no exipectof privacy,
but during orientation, employees were advised tmwet up one
directory for personal files and another for pulfiies. Although
the court did not officially ruled on the ultimagsue, it seemed to
be leaning in favor of the employee.

United States v. Angevine281 F.3d 1130 (10th Cir. 200®)niversity
Computer

In prosecution for possession of child pornogragrpfessor did
not have a

reasonable expectation of privacy in relation toiversity

computer he used in his work, and therefore wasenttled to a
Franks hearing or suppression of evidence foundccamputer;

university's policies and procedures reserved rightiudit and
monitor Internet use and warned that informatiawfhg through
the university network was not confidential, usefsuniversity

computers were warned of penalties for misuse dnohiversity's
right to conduct inspections, university owned catep and
explicitly reserved ownership of data stored witktinprofessor's
relationship with computer was incident to his eoyptent, and
latent pornographic images in computer were noeupdofessor's
immediate control after he attempted to delete them

Muick v. Glenayre Electroni¢280 F.3d 741 ("}’Cir. 2007): Private

Employer was not acting under color of federal lalen it seized
laptop computer it had issued to employee, at hebiesederal
agents, and held computer until government obtaisedrch
warrant to search it for evidence that employeesg@ssed child



pornography, as required to support employdi\gens claim
against employer, alleging that employer's actionslated
employee's Fourth and Fifth Amendment rights; fedegents
wanted employer to give them laptop right away, buefused
until warrant was issued, and there was no agreelmefveen
government and employer appointing employer as tag#n
government.

Employee had no right of privacy in laptop computhat
employer had issued to him for use in workplaced arhich
employer seized at behest of federal agents, ard hstil
government obtained search warrant to search ieVatence that
employee possessed child pornography, as requaeslupport
employee's Bivens claim against employer, alleging that
employer's actions violated employee's Fourth Amesmd rights;
employer had announced policy that it could inspegatops that it
furnished for use of its employees.

If employer equips employee's office with safee fdabinet, or
other receptacle in which to keep his private pspemployee can
assume that contents of receptacle are private ruRderth

Amendment.

“Glenayre had announced that it could inspect #molps that it
furnished for the use of its employees, and thistrdged any
reasonable expectation of privacy that Muick migave had and
So scotches his claim.”

“The laptops were Glenayre's property and it caitdch whatever
conditions to their use it wanted to. They didndvé to be
reasonable conditions; but the abuse of access dkplace
computers is so common (workers being prone totheen as
media of gossip, titillation, and other entertaiminand distraction)
that reserving a right of inspection is so far frobeing
unreasonable that the failure to do so might weall thought
irresponsible.”

United States v. Slanina (5th Cir. 2002)Public

Note Large portions of this case have been quotedusecof the
complexity of the various issues in this caserelids like a law
school exam question and should be studied cayefull

Facts Slanina worked as the Fire Marshall for Webstexas for
nine years. As Fire Marshall, his duties includedlic safety and
fire prevention, as well as other related respolis#s. Slanina's
immediate supervisor was Fire Chief Bruce Ure, \whewered to



the Public Safety Director, Mike Keller. As PubBafety Director,
Keller was in charge of both the police and firpali®ments. Keller
had once been Slanina's direct supervisor, butanelber 1998
Keller and the City Manager, Roger Carlisle, dedittehire a full-
time fire chief, selecting Ure for that positionrid? to Ure's
arrival, Keller conducted Slanina's performance lwateons.
Although Ure later assumed this responsibility, |&emaintained
ultimate authority over Slanina's employment, idahg the review
of his evaluations and any salary increases.

Prior to June 1999, Slanina's desk was locatedtinHall, where
he had a city-provided computer with Internet ascésit no
connection to the city's intra-office network. Whannew fire
station was built, however, Slanina moved into dug office in
the new station. He brought with him his old congpubut in the
new fire station he had no Internet access or mtwonnection.
On Friday, June 11, 1999, Ryan Smith, the Managémen
Information Systems Coordinator, began workingitall the city
network on the fire station computers. At aroun@05p.m., Smith
entered Slanina's new office with a grand mastey kad
attempted to continue his work. The computer wasetd on, but a
screen saver was in place. Smith moved the mouselianovered
that the screen saver was protected by a passworllypass the
screen saver password, Smith restarted the compiieen he
rebooted, however, Smith found that Slanina hathlilesl a BIOS
password. Without this password, Smith was unabte t
immediately access the computer's hard drive anttgwot install
the network on Slanina's computer. Smith then atethUre to
inform him of the problem, and Ure directed Smihcall Slanina
and obtain the password.

Slanina had not come to work that Friday, as he wgi§
recuperating from his recent surgery to have hisdain teeth
removed. Smith did not feel comfortable calling rist@, so Ure
himself phoned him. Ure informed Slanina that themputer
technician was in his office attempting to instaké network, but
was unable to do so because of the password. 3lanimally
balked, but after Ure indicated that Smith was aalye working
overtime and that the job had to be completed dagt Slanina
agreed to call Smith. On the phone with Smith, Blarsounded
nervous and hesitated before giving his passwoedwdnted to
know exactly what Smith would do to his computerd é&smith
promised that he was simply installing the netwoakd
configuring his computer to the server.

Having received the password, Smith then resumsdmork on
Slanina's computer. In order to complete the t&kjth had to
walk between Slanina's office and the server rddpan returning



to the office, Smith unexpectedly encountered Skist ten

minutes after they had talked on the phone. Nesdtesay, Smith
was surprised to see Slanina, his jaw still swditem the surgery.
Smith's suspicions were further aroused when dftereft the

room, Slanina jumped back on his computer. Finallyen Slanina
asked how much longer the network installation psscwould

take, Smith lied, telling him that it would be ahet "couple of

hours."” Smith overstated the time to give himsathance to see if
something was wrong.

When Slanina finally left, Smith saw that the emads running,
but minimized on the screen. As Smith clicked oa #@mail to
close it, he noticed the presence of newsgroupbreel months
earlier, Keller had told Smith that no one was pted to have
newsgroups on their computers, but the policy hat leen
disseminated to the fire station employees, indgdBlanina.
Smith expanded the email to look further at the sgraups and
saw three titles suggesting the presence of poapbgr It was
widely known that employees were not allowed to ehav
pornographic material on their computers. To furtil@estigate,
Smith clicked on one newsgroup title, "alt.erotkea.preteen”,
and saw that about 25 of the approximately 60 fiad been read.
At that point, however, he did not view any of thes.

Before contacting Ure, Smith wanted to be certhit tSlanina's
computer did have pornographic material on it. ldaducted a
search for JPEG files, which contain photographmages, and
GIF files, which are used for other graphic imagds search
located one such file in the Recycle Bin, and Sméstored the
file. When he saw that it contained an image ofltaolornography,
he printed the file and attempted to contact Skimirsuperiors.
Neither Ure nor Keller were available, though, amally Smith
was only able to reach the Assistant Fire Chiegrb8pencer. By
the time Spencer arrived at the station, Smith $aaken to Ure,
telling him that he had found child pornography SBhanina's
computer. Ure instructed him to secure the offszeat 7:00 p.m.
Smith changed the lock on the door, turned the ctenmff, and
left.

The next day, Smith spoke again to Ure, who by noad
contacted Keller at an FBI conference in South @adfand.
Keller told Ure and Smith to remove the computenfrthe fire
station and place it in his office, which was l@zhin the police
station. When they went to Slanina’s office, Srshlowed Ure the
pornography before removing the computer. On Sudigynoon,
Keller returned from his conference and contacteutiSand Ure,
asking them to meet him in his office at 3:00 p@mce there,
Keller instructed Smith and Ure to get what wasdeeeto view



the contents of Slanina's computer, as well aszgndisk or drive
in Slanina’s office. Smith and Ure then returne®lkanina's office
and retrieved the monitor and disks before rejgrieller in his

office. Smith showed Keller the picture of adultrpagraphy he
had printed on Friday night, and also pointed hemvhere he had
found the image on the computer. With Smith's tmsce, Keller
searched material on the computer and zip driveafmut two
hours, viewing explicit child pornography. FinallyKeller

contacted City Manager Carlisle and informed hinat tichild

pornography had been discovered on Slanina's campuheir

discussion addressed the possibility of criminalations as well
as the misuse of city property. Human Resources thes

contacted, and Keller indicated to Smith and Ui they should
notify the FBI the next day.

At 7:15 a.m. on Monday morning, Ure met Slanindahe parking
lot as he arrived at work, milk and doughnuts imdaUre told

Slanina that they needed to meet in Keller's offaxed asked him
to get into Ure's vehicle. Remembering that Slahia undergone
dental surgery the previous week, Ure asked himtlvenehe had
taken any medication that morning. Slanina saidhiae not,

remarking that doing so would be a violation of @blicy because
he drove a city vehicle to work. In fact, thougle had taken
medication, specifically the painkiller Vicodin. Asthey

approached Keller's office at the police statiolanBia became
visibly anxious, rocking back and forth. When thayrived,

Slanina met Captain Ray Smiley of the Internal &ffaDivision

and was furnished with a written copy of the IntdrAffairs

investigation. He was told that he would be suspdnuending the
investigation, which concerned the misuse of citpperty by

obtaining child pornography with a city computeellér informed

him that they had seized his computer and ordededir$a to

surrender his badge and city identification.

Keller told Slanina that he was not in custody andld leave at
any time, but Slanina stayed with them. He admittedccessing
the newsgroups and downloading the pictures of dchil
pornography. Keller explained that they would bataoting the
FBI. Slanina promised to comply with the investigat saying
that he wanted to get the process going. Although was
embarrassed, Slanina said that he was relievedtthats finally
out in the open. He confessed that he had some 'fetufé’ at his
home, which Keller understood to mean more porrgraKeller
told Slanina that he could either consent to acteaf his home
computer or they could obtain a search warrant. tikgrto be
present when the police came to his home and aquieftlohis
family, Slanina consented and accompanied Kellere E@nd
Smiley to his house. Once there, Slanina spoke wghwife and



Keller informed her that her husband was understigation for
child pornography. Slanina then led them to higlgtwhere he
invited them to take the computer, zip drives aisttsl After they
gathered the equipment, Keller indicated to Slatinad he should
return with them.

When they got back to the police station, Slanirated in a
conference room while Keller performed some admiaiive tasks
related to the Internal Affairs investigation. Kallthen searched
the home computer and found more child pornograj@exeral
weeks later, they discovered that the home compattnally
belonged to the city. At about 9:00 a.m., Kelleldt®etective
Sergeant Charles Propst to interview Slanina. Heed that
although Slanina was not yet under arrest, theyfbadd child
pornography on his computer. Propst led Slanina amt interview
room, where Sergeant Shari Burrows ("Burrows"), avéston
child protective services officer, was present. Titerview was
taped, and Slanina was reminded again that he atasnder arrest
and was free to leave at any time. Neverthelesssupat to the
Galveston County District Attorney's policy, Burrewprovided
Slanina withMiranda warnings. Slanina was fully cooperative and,
at the end of the interview, signed a written steet. He then
returned to Keller's office and offered to providbatever help
they needed. Finally, Slaninaindicated that he wanted to leave,
and was told that he could. Two days later, hefired.

The office and home computer equipment, drives, diskls were
turned over to the FBI, which examined active fidesl recovered
deleted files from the hard drives. Each computt two hard
drives. Child pornography was found on each hardediand all
together these hard drives contained thousandsesfwith such
images. In addition, news servers had been indtadle both
computers, set to search for images of preteen cuild sex.

Additionally, three zip disks were also searchedue Zip disk from
Slanina’s office contained more than one hundrkss fof child

pornography. No child pornography was found on tle zip

disks recovered from Slanina's home.

Holding:

* Slanina clearly demonstrated a subjective expectatif
privacy with respect to his office and office cortgiu
equipment. He had closed and locked the door toffice.

To limit access to his computer files, he installed
passwords, thereby making it more difficult for trey
person to get past the screen saver and reboocbmpguter.

» Slanina did not forfeit his expectation of privaoythe files
by providing the BIOS password to Smith, as he gave



Smith the password for the limited purpose of ilisigthe
network, not perusing his files.

Slanina had a private office at the new fire stat@and the
ability of a select few of his coworkers to acctss office
does not mean that the office was "so open to ello
employees or the public that no expectation of goywis
reasonable.O'Connor v. Ortega, 480 U.S. 709, 718, 94 L.
Ed. 2d 714, 107 S. Ct. 1492 (1987)

Even though network administrators and computer
technicians necessarily had some access to hisutemp
there is no evidence that such access was routine.

Given the absence of a city policy placing Slarananotice
that his computer usage would be monitored andattieof
any indication that other employees had routinees€do
his computer, we hold that Slanina's expectatiopriviacy
was reasonable.

Ensuring an efficient workplace should not be fratstd
simply because the same misconduct that violates a
government employer’s policy also happens to legal.

Keller's search of Slanina's office computer eq@pm
including the hard drives and zip disks, shoulddwsewed
under the O'Connor standard. As an expert in child
pornography investigations, Keller undoubtedly
appreciated the possibility that the investigatiorio
Slanina’'s misuse of city computer equipment migisuit

in evidence of criminal violations. Nevertheles:ya
evidence of criminal acts was also proof of worlated
misconduct. Once Smith and Ure uncovered eviderice o
work-related misconduct, the city did not loseini®rest in
being able to fully investigate such misconducairegular
and efficient manner.

To hold that a warrant is necessary any time a law
enforcement official recognizes the possibility tthen
investigation into work-related misconduct will Ide
evidence of criminal acts would frustrate the goweent
employer’s interest in the efficient and proper rapien of

the workplace.

Keller's search was justified at its inception ardsonably
related to the circumstances justifying the intesfiee in
the first place. At the inception of his searcmith had
already discovered titles of newsgroups suggestire
presence of child pornography on Slanina's computer
Smith had also found an image of adult pornography,



which represented a violation of city policy. Onisth
evidence alone, Keller was justified in conductagull
search of the computer and accompanying disksato fior
evidence of misconduct. Moreover, the scope ofsderch
was also reasonable. The computer had been prowded
Slanina by the city, and any use of it to accesaggraphy
was a violation of city policy.

* We have no occasion to consider the constitutipnali a
search of a government employee by a law enforcemen
officer who is not also the employee's supervisor.
Moreover, we do not address the situation where the
criminal acts of a government employee do not gistate
workplace employment policy.

* Even though the FBI search does not fall ud&onnor
warrant exception, their subsequent search wasd vali
because once the employer found the images, Slanina
expectation of privacy in them had already beerdeuio
He cannot then complain about the FBI search ok#me
materials even though the FBI may have looked atemo
files than Keller.

» Slanina’s consent to the search of his home compuds
voluntary based upon:

o0 He was extremely cooperative during the meeting in
Keller’s office and once they arrived at his house.

0 His main concern was minimizing the disruption to
his wife and children.

o He acknowledged that he was embarrassed about
the pornography on his office computer, but said he
was relieved that it was finally out in the open.

o0 He displayed not signs that the pain killers were
affecting his judgment, especially since he showed
he was aware of the enormity of the situation and
wanted to contain the damage to his family.

Trulock v. Freeh275 F.3d 391 (4th Cir. 2001):

Leventhal v. Knapek266 F.3d 64 (¥ Cir. 2001)

State agency employee had reasonable expectatipnvaicy in
contents of his office computer, as required topsupemployee's
§ 1983 Fourth Amendment action against agency narigiom
unannounced after-hours search of computer to foblkpersonal



files; employee occupied private office with doonda had
exclusive use of computer, and agency did not haxginely
conduct searches of office computers nor had itptadb policy
against mere storage of personal files, as oppisade of agency
time for personal business.

Gossmeyer v. McDonald 28 F.3d 481 (7th Cir. 1997):

Warrantless search of state employee's office,,d&eskage unit,
and file cabinet was workplace search, that onlg ha be

reasonable under all the circumstances, though oyeel
purchased storage unit and file cabinet herself leeqt storage
unit, file cabinet, and desk locked, where employeechased and
used storage unit and file cabinet to store mosttyk-related

items, she did not purchase desk and likely uséal store work-
related items, and she was not only person with tkeat least,
storage unit.

If there are reasonable grounds to believe thakplace search
will uncover evidence of government employee's omskict,
search is justified at its inception.

Workplace search is reasonable in scope if meadgalen by
government employer are reasonably related to lssaobjective
and they are not overly intrusive in light of nauof alleged
misconduct.

Anonymous tip that state child protective invedtgawas

concealing child pornography in her office showatfisient signs

of reliability for workplace search to be justified its inception,
where tipster identified herself as coworker, madeious and
specific allegations of misconduct, and stated whkose pictures
could be found, and investigator had unusual actmsshildren

and extraordinary authority to take such pictures.

Workplace search of state child protective invedtds desk,
storage unit, and file cabinet for child pornognapéas reasonable
in scope, and was not transformed into criminardeaequiring

probable cause, though numerous officials, inclgdnutside law
enforcement officials, were present, and it wassids that search
would lead to criminal charges.

United States v. Taket823 F.2d 665 (9th Cir. 1991):

Search of state agent's private office at airpactlity maintained



by Drug Enforcement Administration (DEA) was notbct to

warrant requirement, and was instead governed Hyaaneptable
under standard of reasonableness even though wgsntot DEA
employee; state agent worked at facility as partirdormal

arrangement between DEA and state authorities,saadch was
part of internal investigation initiated after rgaeof report that
federal agent with whom state agent purportedly spoed

admitted rigging "pen registers” to record contehttelephone
calls; moreover, state agent's office was pointtath phone lines
at facility terminated and thus was only location éperating pen
registers.

Video surveillance of private office at airport ileég maintained
by Drug Enforcement Administration (DEA) was notastigation
of work-related employee misconduct such that ul@¢de judged
under standard of reasonableness, even though stacidard
applied to warrantless search of office as parheéstigation into
possible illegal wiretapping activity; governmergeat admitted
that investigation had changed from internal affanvestigation
into criminal investigation once confirmation detjal wiretapping
activity was made.

Warrantless videotaping in state agent's privateefat airport
facility maintained by Drug Enforcement Administost (DEA)

violated agent's reasonable privacy interests ficeofnasmuch as
videotaping took place after internal affairs invgetion into

possible illegal wiretapping activity had been ocemgd into
criminal investigation.

American Postal Union Workers Union v. U.S. PoS8altvice 871 F.2d
556 (6th Cir. 1989):

Postal Service employees, who accepted assignrhétkers and
acknowledged in writing that lockers were subjecinspection at
any time by authorized personnel and who were gmrto

collective bargaining agreement which gave employght to

inspect lockers at any time and for any reasonosg las union
steward was given opportunity to be present, did have

reasonable expectation of privacy in lockers anutessly waived
any Fourth Amendment rights in assigned lockers.

Right of Postal Service to conduct searches of eyag lockers
pursuant to postal regulation and collective baniggi agreement
was not affected by Postal Service's failure ta@se that right at
any facility at any time prior to search in questio



Showengerdt v. U.S944 F.2d 483 (9th Cir. 1991):

Navy civilian engineer was on notice from his enyglo that
searches of his private office, desk, or crederzavak could
occur from time to time for work-related purposesether items
were locked or unlocked, and, thus, no warrantsearch was
required.

Sheppard v. Beermat8 F.3d 147 (2d Cir. 1994):

Law clerk for state judge had no reasonable expentaf privacy
in his office furniture or file cabinets such tisaarch of such items
following his discharge violated Fourth Amendmemationship
between judge and law clerk is one that calls bmoéute free flow
of information.

Even if law clerk's belongings were seized for shione during
judge's search of his things, such short delayubicial employer
in returning disgruntled employee's belongingsradtaployee was
fired did not rise to level of Fourth Amendment leiton; brief
withholding of clerk's belongings while they wereasched was
not unreasonable in light of judicial employer'soiding interest
in securing confidentiality of chambers' work protdand in
making sure that angry clerk did not attempt to fisocate or
destroy important court property.

U.S. v. Mancinj 8 F.3d 104 (1st Cir. 1993):

Fact that mayor's secretaries had access to appmihtcalendar
did not preclude mayor from claiming legitimate egfation of
privacy and standing to challenge seizure of agpwnt calendar;
shared access to document did not prevent one famming

Fourth Amendment protection in document.

Mayor indicted for extortion demonstrated objedijveeasonable
expectation of privacy in town's archive attic, ethiwas upstairs
in building where he had maintained office for 16ass, for
purposes of motion to suppress; moreover, maydk sieps to
ensure that no one would have access to his fitsgedsin archive
attic without his prior authorization.

Vega-Rodriguez v. Puerto Rico Telephone Compddy) F.3d 174 (1st
Cir. 1997):

Quasi-public telephone corporation was governmeturasubject



to suasion of Fourth Amendment.

Employees of quasi-public telephone corporation kddc
objectively reasonable expectation of privacy agjaidisclosed,
soundless video surveillance while toiling in opesnd
undifferentiated work area.

Mere fact that observation is accomplished by vidamera rather
than naked eye, and recorded on film rather thasujpervisor's
memory, does not transmogrify constitutionally inent act into
constitutionally forbidden one, for purposes of EbtAmendment
privacy analysis.

U.S. v. Simmons206 F.3d 392 (4th Cir. 2000):

Government employees may have a legitimate expectaif

privacy, for Fourth Amendment purposes, in theificek or in

parts of their offices such as their desks ord#ébinets, but office
practices, procedures, or regulations may redugigrtete privacy
expectations.

Public employer's remote, warrantless searches ngbloyee's
office computer did not violate his Fourth Amendmeights
because, in light of employer's Internet policy,ptogee lacked a
legitimate expectation of privacy in files downleadfrom the
Internet; Internet policy clearly stated that enyglowould "audit,
inspect, and/or monitor" employees' use of therh&i including
all file transfers, all websites visited, and alinail messages, "as
deemed appropriate,” and this policy placed em@syan notice
that they could not reasonably expect that theteriret activity
would be private.

Public employer's warrantless entry into employesfce to
retrieve his computer hard drive did not violate ufb
Amendment, despite employee's legitimate expectaifoprivacy
in his office, since search was carried out forppge of obtaining
evidence of suspected work-related employee miafess
employer had interest in fully investigating empmeis
misconduct, even if the misconduct was criminalplEyer had
reasonable grounds for suspecting that hard driveldvyield
evidence of misconduct as it was already awareoofesinternet
misuse by employee, and entry into office was neally related
to objective of the search and not excessivelysive.

Federal employee possessed legitimate expectatigmivacy in
his office for Fourth Amendment purposes, where leyge did



not share his office, and there was no evidencangfworkplace
practices, procedures, or regulations that hactieffediminishing
his legitimate privacy expectations.

Public employer's Internet policy, stating that émypr would
"audit, inspect, and/or monitor" employees' uséhefinternet, did
not render employee's expectation of privacy in biice
unreasonable for Fourth Amendment purposes; padtiicly not
mention employees' offices, and, while it did nadtpbit employer
from carrying out its auditing, inspecting, and/oronitoring
activities at employees' individual workstatiorfgstfact alone was
insufficient to render employee's subjective exaiah of privacy
unreasonable.

Discussion  This is an excellent case that should help
tremendously in conducting investigations of pulelioployees. A
unique issue in this case involves dual levelsrafagy. The court
held that the employee did not have an expectaifgorivacy in
his computer usage based upon office policies agdlations. On
the other hand, he did have a reasonable expettatiprivacy in
his private office. The question that resulted wasether his
employer could enter the office in order to reteete computer
hard drive. The court ruled that since the emplamered the
office for the narrow purpose of obtaining the evide of
employee misfeasance and did not rummage arouret atieas,
the search was reasonable and thus, allowed.

Bateman v. Staté13 So.2d 1101 (Fla. 2d DCA 2001):

Violation of hospital employee's rights arising frovarrantless
search of his desk on premises of hospital opetagddepartment
of Health and Rehabilitative Services was more gigtes where
official initiating and conducting search was alaa enforcement
officer familiar with necessity of obtaining wartan

Neither actual practices nor legitimate regulatieduced hospital
employee's expectation of privacy in pill bottle s desk on
premises of hospital operated by Department of tHealnd
Rehabilitative Services, where he had not shardéideobr desk
with anyone else during his 19-year tenure at hakmnd where
hospital regulations specified standard of reasenabuse and
outlined search procedures which were not obseivesgarch by
government investigator and security guard.

Acquiescence by employee of hospital operated hyaRment of



Health and Rehabilitative Services to hospital latons
governing searches of employee's personal promartyospital
premises did not constitute unconditional waivercohstitutional
rights, where regulations contained standards aratepures
assuring protections which were not observed.

Discussion The issue in this case was that the departmadt h
specific rules regarding the right to search an leyge’s office,
but those procedures were not followed. The proe=
implemented required a certain threshold before ehgloyer
could search the employee’s office and therefdne, @mployee
maintained a certain level of privacy. The cousbgoointed out
that they would scrutinize these issues more gjosdlen a law
enforcement officer is involved in the search.



